
Proofpoint

Mobile Solutions

Proofpoint Mobile 
Encryption
•	One-click decryption 

on mobile devices with 
decrypt assist, enabling any 
recipient to quickly read 
encrypted messages from 
their mobile device

• Plug-in for BlackBerry users 
allows for easy encryption 
of messages

Proofpoint Mobile 
Archive
• Self-service tool that 

extends Proofpoint 
Enterprise Archive to 
iPhone users, allowing for 
search anytime-anywhere

• Provides seamlesss email 
search across multi-year 
archive 

Proofpoint Mobile 
Dashboard
• Instant access to vital 

security information, 
including security updates

• View cluster/deployment 
stats

• Easy management of 
support portal

• Designed with admins and 
IT personnel in mind

Proofpoint Extends Solutions with Mobility
Organizations worldwide use Proofpoint’s solutions to protect against spam and viruses, safeguard privacy, 
encrypt sensitive information and archive messages for easier management and electronic discovery. A subset 
of these solutions are now extended to mobile applications using Proofpoint Connect, a set of APIs that provide 
secure web-based interfaces to the Proofpoint CloudControl platform.   

Mobile Encryption 
Proofpoint EncryptionTM, a part of the Proofpoint Enterprise PrivacyTM Suite, offers powerful, policy-driven 
encryption features that mitigate the risks associated with regulatory violations, data loss and corporate 
policy violations. Proofpoint Mobile Encryption is an extension of Proofpoint Encryption, streamlining the user 
experience for reading encrypted messages from a mobile device.

Decryption  
The decrypt assist feature in Proofpoint Mobile Encryption utilizes a pull decryption method in contrast to 
Proofpoint Encryption for desktops which utilizes push decryption, providing recipients with one-click access 
to encrypted messages and offering the same seamless experience as a desktop client, but with the anywhere-
access advantage of mobile phones. Sending encrypted messages is a worry-free experience, as decrypt assist is 
compatible with any mobile device that has a web browser.

Decrypt assist enables one-click access to read encrypted messages on mobile devices and is available on 
Proofpoint appliance and cloud deployments:

 
Encryption 
A BlackBerry encryption plug-in is an additional component of Proofpoint Mobile Encryption, providing users with 
the ability to tag emails for encryption from within their BlackBerry device. The plug-in requires no configuration by 
end-users and adds a “Send Securely” menu item on the mail compose screen for easy encryption.

Anywhere, Anytime Access to Proofpoint
Proofpoint Mobile is a family of mobile solutions that extends the accessibility of Proofpoint enterprise features from 
desktops to mobile devices, all without compromising an organization’s security and compliance. As workers in the 
enterprise become increasingly mobile, it is important to give them anywhere-access to their data and applications to 
maximize productivity. Proofpoint Mobile provides tools for both the end users and IT, with support for all mobile device 
types through either native or HTML applications. Proofpoint’s mobile applications include Mobile Encryption, Mobile 
Archive, and Mobile Dashboard.

Proofpoint Encryption
Appliance/Private Cloud 

Infrastructure
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Proofpoint Encryption
Public Cloud Infrastructure
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Mobile Archive

Proofpoint Enterprise ArchiveTM is an on-demand email archiving solution that addresses eDiscovery, regulatory 
compliance and email storage management, helping reduce legal discovery risk and costs. By providing a secure, 
searchable repository of all email messages, Proofpoint Enterprise Archive enables organizations to easily and 
consistently perform early case assessments, instantly preserve data in active legal holds and enforce email 
retention policies. 

Proofpoint Mobile Archive, an extension of Proofpoint Enterprise Archive, is an iPhone application that boosts 
productivity for Proofpoint Enterprise Archive users by enabling access to their information from anywhere. As a 
self-service tool, the application enables end-users to search their email archive directly from their iPhone so that 
they can quickly find messages, view message details, and retrieve messages to their inbox. Proofpoint Mobile 
Archive also has the ability to search for emails dating back to the beginning of a user’s email history (as far as the 
retention period allows), effectively making the application an infinite inbox right in the user’s pocket. 

Proofpoint Mobile Archive securely communicates with an organization’s on-premises Proofpoint Enterprise 
Archive appliance, which in turn, queries the Proofpoint Archive SaaS infrastructure and relays data back to 
Proofpoint Mobile Archive:

To download Proofpoint Mobile Archive for your iPhone, visit the Apple App Store and search for “Proofpoint 
Mobile Archive.” 

Mobile Dashboard

Proofpoint Mobile Dashboard is a companion tool for IT staff that are managing 
or implementing Proofpoint’s powerful protection solution, Proofpoint Enterprise 
ProtectionTM.

The Proofpoint Mobile Dashboard iPhone application provides instant access to 
Proofpoint security and Call Tracking System (CTS) information. Using the Proofpoint 
Mobile Dashboard, an administrator can view Proofpoint’s global spam detection 
effectiveness, get the latest status of their Proofpoint CTS support tickets, and view their 
clusters’ message disposition from the last 24 hours - broken down by virus, spam, and 
clean categories. To download Proofpoint Mobile Dashboard for your iPhone, visit the 
Apple App Store and search for “Proofpoint Mobile Dashboard.” 
 

Device Support

Proofpoint Mobile is designed to be flexible with the wide array of mobile device deployments in today’s 
enterprises and is compatible with the following platforms:

Mobile Application Type iPhone BlackBerry Android
Windows 
Phone 7

Mobile Encryption

•	Decrypt Assist

•	BlackBerry Plug-In
HTML
Native

Mobile Archive Native

Mobile Dashboard Native

Proofpoint Mobile Solutions

Proofpoint Mobile 
Solutions Benefits
• Empower end users 

with mobile access to 
Proofpoint data and tools

• Provides an organization 
with maximum flexibility 
in device deployment, 
supporting key mobile 
platforms

• Increased productivity 
for employees and 
administration with access 
from anywhere

www.proofpoint.com
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About Proofpoint
Proofpoint focuses 
exclusively on the art and 
science of cloud-based 
email security, eDiscovery 
and compliance solutions. 
Organizations around 
the world depend on 
Proofpoint’s expertise, 
patented technologies 
and on-demand delivery 
system to protect 
against spam and viruses, 
safeguard privacy, encrypt 
sensitive information, 
and archive messages for 
easier management and 
discovery. Proofpoint’s 
enterprise email solutions 
mitigate the challenges 
and amplify the benefits of 
enterprise messaging.

Proofpoint 
Archive

Appliance
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Proofpoint 
Archive SaaS

Infrastructure

http://www.proofpoint.com

